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Foreword

This Standard was drafted in accordance with the rules given in GB/T 1.1-2009.

Attention is drawn to the possibility that some of the elements of this Standard
may be the subject of patent rights. The issuing authority shall not be held
responsible for identifying any or all such patent rights.

This Standard was proposed by and shall be under the jurisdiction of State
Cryptography Administration.

Annex A of this Standard is normative. Annex B and Annex C are informative.

The drafting organizations of this Standard: Beijing Digital Certification Co., Ltd.,
Shanghai Geer Software Co., Ltd., Beijing Haitai radius Technology Co., Ltd.,
Shanghai Digital Certificate Certification Center Co., Ltd., Wuxi Jiangnan
Information Security Engineering Technology Center, Chengdu Wei Shi Tong
Information Industry Co., Ltd., Changchun Ji Tai Yuan Information Technology
Co., Ltd., Xing Tang Communication Technology Co., Ltd., Shandong De'an
Information Technology Co., Ltd., National Information Security Engineering
Technology Research Center, National Cryptography Authority Commercial
Password Detection Center.

The drafters of this Standard: Liu Ping, Li Shusheng, Tan Wuzheng, Liu
Zengshou, Liu Cheng, Xu Qiang, Li Yuanzheng, Zhao Lili, Wang Nina, Kong
Fanyu, Yuan Feng, Li Zhiwei.

Any content related to cryptographic algorithm in this Standard shall be in
accordance with the relevant national laws and regulations.
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Certificate application integrated

service interface specification

1 Scope

This Standard specifies a unified service interface for certificate application.

This Standard is applicable to the development of cryptographic application
service products under public key cryptographic application technology system,
to the research and testing of cryptographic application support platform. It can
also be used to guide the direct use of cryptographic device and the integration
and development of application system of cryptographic service.

2 Normative references

The following referenced documents are indispensable for the application of
this document. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any
amendments) applies.

GM/T 0006, Cryptographic Application Identifier Criterion Specification
GM/T 0009, SM2 Cryptography Algorithm Application Specification
GM/T 0010, SM2 Cryptography Message Syntax Specification

GM/T 0015, Digital Certificate Format Based on SM2 Algorithm

GM/T 0019, Universal Cryptography Service Interface Specification
PKCS #7, Cryptographic Message Syntax

RFC3275, (Extensible Markup Language) XML-Signature Syntax and
Processing

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
3.1 digital certificate

a digital document of certification authority digital signature containing public
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Data type A: when the public key algorithm is RSA, the structure of the data
shall follow PKCS #1; when the public key algorithm is SM2, the structure of
the data shall follow GM/T 0009.

Data type B: when the public key algorithm is RSA, the structure of the data
shall follow PKCS #7; when the public key algorithm is SM2, the structure of
the data shall follow GM/T 0010.

6 Overview of certificate application integrated

service interface

6.1 Overview

The certificate application integrated service interface is located between the
application system and the typical cryptographic service interface. It directly
provides the certificate information analysis, the confidentiality, integrity, non-
repudiation and other advanced cryptographic services based on digital
certificate identity and information to the application layer. The interface can be
directly used for system calls, turning the application's cryptographic service
request to the common cryptographic service interface, which calls
corresponding cryptographic device, through the cryptographic service
interface, to realize specific cryptographic operation and key operation. The
common cryptographic service interface shall follow GM/T 0019.

The certificate application integrated service interface specified in this
Specification includes two types: client service interface and server service
interface. The server service interface uses descriptions of COM component
form and Java form. The digital certificate format involved in this document shall
follow GM/T 0015.

6.2 Client service interface

The client service interface defined in this Specification uses client control
method. The client control is applicable to client program calls. The interface
forms include DLL dynamic library, ActiveX control, Applet plugin, etc. The
interface shall support the mainstream operating systems used by Windows XP,
Windows 2000, Windows 2003, Vista, Windows 7.

The main functions of the client control interface shall include configuration
management, certificate resolution, signature and authentication, encryption
and decryption, digital envelop, XML data signature and authentication.

When defining the client service interface, this Specification takes ActiveX
control as an example for description, of which BSTR represents the function
return value or parameter type is OLECHAR string type. Different development
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m) obtain certificate extension information: SOF_GetCertinfoByOid
n) obtain device information: SOF_GetDevicelnfo
0) validate certificate validity: SOF_ValidateCert
p) digital signature: SOF_SignData
q) validate signature: SOF_VerifySignedData
r) file signature: SOF_SignFile
s) validate file signature: SOF_VerifySignedFile
t) encrypt data: SOF_EncryptData
u) decrypt data: SOF_DecryptData
v) file encryption: SOF_EncryptFile
w) file decryption: SOF_DecryptFile
X) message signature: SOF_SignMessage
y) validate message signature: SOF_VerifySignedMessage
z) parse message signature: SOF_GetInfoFromSignedMessage
aa) XML digital signature: SOF_SignDataXML
bb) validate XML digital signature: SOF_VerifySignedDataXML
cc) parse XML signature data: SOF_GetXMLSignaturelnfo
dd) generate random number: SOF_GenRandom
ee) obtain latest error code: SOF_GetLastError()
Take ActiveX control form as an example to define the interface function.

7.1.2 Obtain interface version number: SOF_GetVersion

Prototype: BSTR SOF_GetVersion()

Description: Obtaining the version number of the control

Parameter: Null

Return value: Not void Successful
Void Failed

7.1.3 Set signature algorithm: SOF_SetSignMethod
Prototype: long SOF_SetSignMethod (long SignMethod)
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The definitions of COM component interface functions are as follows:
a) Set certificate trust list: SOF_SetCertTrustList

b) Inquire alternative name of certificate trust list:
SOF_GetCertTrustListAltNames

c) Inquire certificate trust list: SOF_GetCertTrustList

d) Delete certificate trust list: SOF_DelCertTrustList

e) Initialize application policy: SOF _InitCertAppPolicy
f) Set signature algorithm: SOF_SetSignMethod

g) Obtain current signature algorithm: SOF_GetSignMethod
h) Set encryption algorithm: SOF_SetEncryptMethod

i) Obtain encryption algorithm: SOF_GetEncryptMethod
j) Obtain server certificate: SOF_GetServerCertificate
k) Generate random number: SOF_GenRandom

[) Obtain certificate information: SOF_GetCertinfo

m) Obtain certificate extension information: SOF_GetCertinforByOid
n) Validate certificate validity: SOF_ValidateCert

o) Digital signature: SOF_SignData

p) Validate signature: SOF_VerifySignedData

q) File signature: SOF_SignFile

r) Validate file signature: SOF_VerifySignedFile

s) Encrypt data: SOF_EncryptData

t) Decrypt data: SOF_DecryptData

u) File encryption: SOF_EncryptFile

v) File decryption: SOF_DecryptFile

w) Message signature: SOF_signMessage

x) Validate message signature: SOF_VerifySignedMessage
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y) Message signature without original text: SOF_SignMessageDetach

z) Validate message signature without original text:
SOF_VerifySignedMessageDetach

aa) Parse message signature: SOF_GetlnfoFromSignedMessage
bb) XML digital signature: SOF_SignDataXML

cc) Validate XML digital signature: SOF_VerifySignedDataXML
dd) Parse XML signature data: SOF_GetXMLSignaturelnfo

ee) Create timestamp request: SOF_CreateTimeStampRequest
ff) Create timestamp response: SOF_CreateTimeStampResponse
gg) Validate timestamp: SOF_VerifyTimeStamp

hh) Parse timestamp: SOF_GetTimeStamplinfo

ii) Obtain latest error code: SOF_GetLastError

7.2.2 Set certificate trust list: SOF_SetCertTrustList

long SOF_SetCertTrustList(BSTR CTLAItName, BSTR CTLContent,
Prototype:

short CTLContentLen)
Description: Set certificate trust list
Parameter: CTLAItName[in] Alternative name of certificate trust list
CTLContentin] base64 encoded format certificate trust list
content
CTLContentLen[in] Certificate trust list length
Return value: 0 Successful
Other Failed, see error code
7.2.3 Inquire alternative name of certificate trust list:
SOF_GetCertTrustListAltNames
Prototype: BSTR SOF GetCertTrustListAltNames()
Description: Inquire alternative name of certificate trust list.
Parameter: Null
Return value: Not void A string combination of trust list alternative
name, such as "CA001@CA002@CA003"
Void Failed

7.2.4 Inquire certificate trust list: SOF_GetCertTrustList

Prototype: BSTR SOF_GetCertTrustList(BSTR CTLAItName)

Description: Inquire certificate trust list according to alternative name.

Parameter: CTLAItName[in] Alternative name of certificate trust list
Return value: Not void base64 encoded certificate trust list
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e) Obtain living example of designated application: SOF_getinstance(java.
lang. String PolicyName)
f) Set signature algorithm: SOF_setSignMethod
g) Obtain current signature algorithm: SOF_getSignMethod
h) Set encryption algorithm: SOF_setEncryptMethod
i) Obtain encryption algorithm: SOF _getEncryptMethod
j) Obtain server certificate: SOF_getServerCertificate

k)  Obtain  server certificate = of  designated key  usage:
SOF_getServerCertificateByUsage

[) Generate random number: SOF_genRandom

m) Obtain certificate information: SOF_getCertinfo

n) Obtain certificate extension information: SOF_getCertinfoByOid

o) Validate certificate validity: SOF _ validateCert

p) Digital signature: SOF_signData

q) Validate signature: SOF_verifySignedData

r) File signature: SOF_signFile

s) Validate file signature: SOF _verifySignedFile

t) Encrypt data: SOF_encryptData

u) Decrypt data: SOF_decryptData

v) File encryption: SOF_encryptFile

w) File decryption: SOF_decryptFile

x) Message signature: SOF_signMessage

y) Validate message signature: SOF_verifySignedMessage

z) Parse message, signature: SOF_getinfoFromSignedMessage

aa) Message signature without original text: SOF_signMessageDetach
bb) Validate message signature without original text:

SOF_verifySignedMessageDetach
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Return value:

base64 encoded format certificate trust list
Not void
returned

Void Failed

7.3.5 Delete certificate trust list: SOF _delCertTrustList

Prototype:
Description:
Parameter:

Return value:

7.3.6

public boolean SOF_delCertTrustList (java. lang. String ctlAltName)

Delete certificate trust list according to alternative name.

ctlAltName Alternative name of certificate trust list
true Successful
false Failed

living example of designated application:

SOF_getinstance(java. lang. String PolicyName)

Prototype:

Description:

Parameter:

Return value:

public static java. lang. Object SOF_getinstance(java. lang. String
PolicyName)

Initialize interface. Obtain living example through application's alternative
name. The application's alternative name is related to the configured
certificate, key, trust certificate chain, algorithm type, CRL as well as
certificate validation policy. If user has multi-application request, it shall
obtain more than one example objects at the same time to meet different
use request. Different living example shall have different effect when calling
method (for example, signature of different key, encryption of different

algorithm, different certificate validation policy).

PolicyName Application policy name
) Corresponding living example of this
Not void
application policy name returned
Void Failed

7.3.7 Set signature algorithm: SOF_setSignMethod

Prototype:

Description:
Parameter:

Return value:

void SOF_setSignMethod(long signMethod)
Set signature algorithm used by Java component signature operation.
) Signature algorithm identifier (see GM/T
signMethod
0006)

Null

7.3.8 Obtain current signature algorithm: SOF_getSignMethod

Prototype:
Description:

Parameter:

Return value:

java. lang. long SOF_getSignMethod()

Obtain signature algorithm used by component signature operation.

Null
Current signature algorithm identifier (see
GM/T 0006)

0 Not setting algorithm

Not 0

7.3.9 Set encryption algorithm: SOF_setEncryptMethod

Prototype:

void SOF_setEncryptMethod(long encryptMethod)

www.ChineseStandard.net - Buy True-PDF - Auto-delivery. Page 28 of 43




www.ChineseStandard.net --> Bug\rugoBd o 15> Auto-delivered in 0~10 minutes.

inFile Plaintext file path to be encrypted

outFile Storage path of ciphertext file
Return value: true Successful

false Failed

7.3.24 File decryption: SOF_decryptFile
boolean SOF_decryptFile(

Prototype: java. lang. String ContainerName,

java. lang. String inFile, java. lang. String outFile)

Description: Decrypt ciphertext file.
Corresponding certificate unique identifier
Parameter: ContainerName
of decryption key
o Ciphertext file path to be decrypted,
inFile ciphertext is data type B.
outFile Storage path of plaintext file
Return value: true Successful
false Failed

7.3.25 Message signature: SOF_signMessage

Prototype: java. lang. String SOF_SignMessage(byte[ ] inData)
Description: Digitally sign string data, signature format is data type B with original text.
Parameter: inData Data original text to be signed
Return value: Not void base64 encoded signature value
Void Failed

7.3.26 Validate message signature: SOF_verifySignedMessage

Prototype: boolean SOF_verifySignedMessage(java. lang. String SignedMessage)
Description: Validate digital signature, signature format is data type B with original text.
) Base64 encoded message signature
Parameter: SignedMessage
packet
Return value: true Successful
false Failed

7.3.27 Parse message, signature: SOF_getinfoFromSignedMessage
byte[ ] SOF_getinfoFromSignedMessage (

Prototype: ) ) )
java. lang. String SignedMessage, short type)
o Parse information of signature packet of data type B. Original text, signature
Description: ) » ) ) )
value, signature certificate and other information shall be obtained.
Parameter: SignedMessage Signature packet
type definition, 1: original text; 2: signer
Type
certificate; 3: signature value
Return value: Not void Corresponding value of type returned
Void Failed
7.3.28 Message signature without original text:

SOF_signMessageDetach
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